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Abstract

This paper describes a novel method for measuring the degree
to which a set of test cases executes a given program in di-
verse ways with respect to the two fundamental programming
concepts: control and data. Test Diversity is a method for
measuring the variety of software control flow and data flow,
comprising of four new measures: conditional diversity, data
diversity, standard deviation of diversity, and test orthogonal-
ity. These closely-related measures could be used to evaluate
the test effectiveness and the test-effort distribution of a test
suite.

The Diversity Analyzer is a novel industrial-strength test-
ing tool that can currently perform diversity analysis on soft-
ware written in C/C++/C#/VB in Windows and .NET en-
vironments. The Diversity Analyzer is used to evaluate the
fault-detection effectiveness of Test Diversity on various types
of industrial projects.

Key Words: testing tools, verification, theory, experimen-
tation, conditional diversity, data diversity, standard devia-
tion, diversity matriz, linear independence, orthogonality.

1 Introduction

An important problem in software testing is generating test
suites that maximize the probability of fault detection. Us-
ing different assumptions about the underlying fault distri-
bution, many test adequacy criteria have been proposed in
order to increase the chance of defect detection. For example,
the mutation adequacy criteria are based on the competent
programmer hypothesis, which assumes programmers develop
almost perfect programs, containing a specific set of faults[5].
Control flow and data flow adequacy criteria are based on as-
sumptions about faults occurring on interesting control and
data paths through the program, such as c-use and def-use
paths[22].

Rather than making some particular assumption about
fault distribution that will not hold in general, the task of
deciding in which control areas faults might be concentrated
or dispersed is left to the tester, and Test Diversity could
then be used as a tool for measuring if indeed the test cases
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achieved the desired degree of control and data diversity. For
instance, working under the assumption that the faults are
dispersed in the control space of the program, test cases that
yield concentrated control flows through the program have a
lower probability of detecting all the faults in the program
than test cases that yield dispersed control flows. Obviously,
any fault-dispersion assumption, as any fault-distribution as-
sumption, could never be verified simply because of course it
could be true in some cases and false in others. However, even
though a fault-distribution assumption may deny the very ba-
sic notion on which all testing criteria are based, which is fault
concentration on specific paths, Test Diversity could be used
as an additional tool for current coverage criteria to enhance
test effectiveness. Furthermore, the flexible concept of Test
Diversity is applicable in cases where a fault-dispersion as-
sumption does not hold since in its limit diversity becomes
convergence, where test cases converge on a particular point
in the control and data space.

Test Diversity is based on the notion of test distribution,
which is obtained by analyzing the frequency of executing pro-
gram branches. The frequency of branch execution could be
unevenly distributed for a particular test suite and a program.
For example, a test suite could cause the true branches in
the program to be more heavily exercised than the false ones.
Conditional Diversity is a measure of the distance between the
actual and the balanced frequency distribution, which gives
the tester an insight into portions of code with high and low
test concentration. A maximally skewed conditional diver-
sity indicates a test suite that exercises all the branches in
either true of false direction. A balanced test indicates a uni-
form distribution between the execution frequency of true and
false branches in the code. This measure could be used per
individual test case or per test suite on a cumulative basis.
Conditional Diversity indicates the test-effort distribution of
a test suite at the source code level. This measure is also an
indication of control variation.

In general, for a given program, specification, and a test
adequacy criterion there are a large number of test suites that
satisfy the given adequacy criterion[10][7][4]. Typically, some
of these suits detect faults while others do not, and there is no
general procedure to decide a priori which ones do and which
ones do not [18]. Since there are multiple sets of data that
could cover a program with respect to the given criterion, ones



that expose defects and others that do not, a program could
be completely covered but, unfortunately, with data that does
not expose defects[21][20].

Data Diversity is a measure of data variation among test
cases, that is, a measure of the degree to which different data
flows through the program on a set of test cases. Measuring
data diversity would in general require collecting and ana-
lyzing huge portions of the memory at many points in the
code, along the lines of what is currently attempted in some
fault tolarant systems[1][14][9]. Control and data are tightly
related with respect to test diversity. For example, branch se-
lection in the code is governed by values of program variables,
and vice versa, the values of program variables are governed
by branch selection[16]. In particular, if two test cases re-
sult in different conditional diversities, then the internal data
states involved in the test suites are different, in turn, re-
sulting in different data flowing throughout the program. In
effect, conditional diversity, which is simple to obtain, could
be used to measure data diversity. However, since different
conditional diversities is a sufficient condition for data diver-
sity but not a necessary condition, different inputs or different
intermediate data could result in same conditional diversities.
Therefore, the term data diversity in this paper is limited in
the sense that it refers to a sufficient condition for data varia-
tion. Conditional diversity is computed for each test case in a
test suit, and these individual conditional diversities are used
to compute data diversity based on the differences among the
conditional diversities.

Given a set of test cases and a program under test, the test
cases could result in control and data highly concentrated in
specific regions of the control and data space. In the worst
case, all of the test cases would be concentrated on the same
control and data point, effectively representing the same test
cases. Standard Deviation of the conditional diversities could
be used as a measure of control dispersion given by a test
suite. Conditional diversities are computed for each test cases
in the test suite, and the standard deviation is computed on
the set of these individual conditional diversities.

Test cases could give rise to specific control and data re-
lations in the program under test, such as linearly depen-
dent program control. Such dependencies in control and data
might not be desirable when attempting to exercise the pro-
gram in unrelated ways. There could however be many ways
in which the control and data resulting from different test
cases are be related. Test Diversity might be a tool for an-
alyzing dependencies in control and data. To demonstrate
this potential, the concept of orthogonality is introduced as a
measure of linear independence of program control in testing.

The Diversity Analyzer is a novel, industrial-strength tool
for measuring diversity. The tool calculates conditional di-
versity, data diversity, and standard deviation in order to aid
testers in adjusting and balancing their testing. The tool gives
a summary of diversity metrics per source files, as well as hot-
spots view at the source-code level. The Diversity Analyzer
can currently analyze C,C++4,C# and Visual Basic source
code in the Windows and .NET environment. The tool in-
struments the source code with branch-distribution collect-
ing functions, which essentially count the number of times
branches are taken and not taken. This distribution is used
to calculate conditional diversity, data diversity, and standard

int index=0;

bool found=false;
1 while(c(index<length&&!found,0)) //el
2 if (c(item==1ist [index++],1)) //e2
3 found=true;

Figure 1: Instrumented Sequential Search

deviation of conditional diversity.

Three different types of industrial projects have been an-
alyzed in order to determine the fault-detection effectiveness
of test diversity. Our initial experimental results show a re-
lationship between the magnitudes of conditional diversity,
data diversity, standard deviation for a set of test cases, and
fault-detection effectiveness of the test cases.

2 Overall Example

A simple and well-known code fragment is used to demon-
strate the central notions of this paper: test distribution,
conditional diversity, data diversity, standard deviation of di-
versity, and linear independence of tests. The instrumented
C++ code fragment in Figure 1 performs a sequential search
of the list array on the element item. The uninstrumented ver-
sion of this code fragment appears frequently in textbooks on
algorithms [3]. The code fragment consists of two conditional
expressions, one controlling the while conditional statement
(denoted by e1), and the other controlling the if conditional
statement (denoted by e2). The Diversity Analyzer parses
the code fragment, locates the two conditional expressions e;
and es, and places a ¢ function around e; and e; to count
the number of times e; and ey evaluate to true and false,
as shown in Figure 1. The second parameter of ¢ denotes the
sequential position of e; and es in the code. Test Diversity ap-
plies to multi-branching expressions as well, such as a switch
statement in C, or select statement in Basic. The counting
function c(true, i) is placed at the beginning of each branch
in a multi-branch to count the number of times the branch
got executed. The false hits for the branch are obtained by
subtracting the hits for that branch from the total hits for the
whole multi-branch.

Suppose the code fragment of Figure 1 was executed on
the four test cases t1,...,t4 from Figure 3. The true execu-
tion count T and false execution count F for e; and ey and
test cases t1,..,t4 are given in Figure 3. Conditional diversity
for a conditional expression, such as e; or ey above, is calcu-
lated as a distance between the actual distribution for that
expression from the uniform distribution for that expression,
as shown in Figure 2. The average of true hits and false hits is
denoted by A. The conditional diversity is denoted by D. The
value of the conditional diversity is negated if the number of
false hits F is greater than the number of true hits T. D is
undefined when the conditional expression is never executed.
However, in practice D is assigned a specific value outside
of the [—1,1] range so that vectors containing elements re-
flecting un-exercised branches can be used in the usual vector
arithmetic operations. The formulas of Figure 2 simplify to
D=(T-F)/(T+F)if T+ F > 0 otherwise L. Note that
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Figure 2: Conditional Diversity
list, item e1T | e1F | exT | eaF
t1 | (3,1),0 2 1 0 2
ta | (3,2,7,5),9 | 4 1 0 4
ts | (4,3,0,0 |3 |1 |1 |2
ty | (8,3),8 1 1 1 1

Figure 3: Execution Frequency Counts

conditional diversity gets higher as D approaches zero, and it
gets lower as D approaches the extreme points 1 or -1 because
D = 0 indicates balanced disribution and D =1V D = —1
indicates maximally skewed distribution. The Diversity Ana-
lyzer uses the frequency counts produced by the instrumented
version of the code fragment to calculate the conditional di-
versities for e; and ey for ¢4, ..., t4 using the formulas given in
Figure 2.

Data diversity for a conditional expression e, is the ratio
d/n, where d is the number of unique conditional diversities
given by t1,...,t, for e,. If two test cases ¢; and t; give rise
to different conditional diversities for e,, than different data
flows through e, on ¢; and t;.

Standard deviation, when applied to diversity, is a measure
of dispersion of conditional diversities around the conditional
diversity mean. Higher standard deviation means more dis-
persed coverage of the control space. The conditional diver-
sities, data diversities, and standard deviations for the code
fragment of Figure 1, and test cases t1, ..., t4 are given in Fig-
ure 4. The results from Figure 4 are interpreted as follows.
The most balanced testing ! is produced by t4 and the most
skewed testing is produced by 2. Since the standard devia-
tions for both e; and e are relatively low (when compared
to the experimental range of [.6,.8] of Section 6), the control
space is covered in a concentrated rather than in a dispersed
fashion. The data diversity for ey is d/n = 4/4 because there
are d = 4 unique conditional diversities. The data diversity
for eg is d/n = 2/4. The expression e; is tested with different
data on each test case since the conditional diversities are dif-
ferent. The expression ey happens to also be exercised with
different data, but there is a linear control pattern for e; on
t1 and to; the true and false hits for ¢t are two times the true
and false hits for ¢;. That is, the vectors [0 2]7 and [0 4]T
lie on the same line.

In this particular case, all the lists of length four, such that
the element searched for is at position two in the list, result
in identical conditional diversities. Identical conditional di-

1Balanced branch execution does not imply uniform path coverage
since in general paths are not uniformly distributed along branches.

t1 |t2 |t3 ty | dd | std
ep |3 | .6 |.b 011 |.23
-1}-3|0 (.5 |.19

€9 —1

Figure 4: Diversity Statistics

versities might indeed mean variety in path execution since
the frequency count are cumulative and the order of execu-
tion is lost; however, identical conditional diversity should be
avoided when attempting to test the program in unrelated
ways.

The test cases ty, ..., t4 are control dependent since the con-
ditional diversities for e; and e form a set of linearly depen-
dent vectors, and as such are not free of control patterns.

3 Definitions

A conditional expression is an expression that occurs in
conditional statements, such as exp in if(exp), while(exp),
for(exp;), etc. An expression vector € is a vector of condi-
tional expressions [e; en], sequentially ordered in € by
their appearance in the source code. A test case vector ¢ is
a vector of test cases [t tr]. Conditional diversity for a
conditional expression is a real value in the range [—1, 1], com-
puted using the formulas in Figure 2. As conditional-diversity
values approach zero more diversity is obtained since such ex-
ecutions have more balance of true and false branches. Con-
ditional diversity vector U is a vector containing conditional
diversities [¢1 ¢n], where ¢;,1 < i < n, corresponds to e;
in €.

Conditional diversity matriz C'is a matrix whose k columns
are conditional diversity vectors [v7 U], where 03,1 <
i < k, corresponds to an execution of a test case t; from the
test case vector t. Conditional diversity mean vector i is a
vector of real values [m; my], where m;,1 < i < n, is
the arithmetic average of the corresponding c¢; values in the
columns of C. Standard deviation vector st is a vector of real
values [s1 Sn], where

This is an iterative version of the usual standard deviation
formula, given in statistics textbooks as o = E[(X — u)?],
where X is a random variable of the discrete type, and p =
E(X) is the arithmetic mean of the values of X.

Data diversity vector d is a vector of real values, in the
range [0,1], [dy d,], where d; is the ratio of unique to
total corresponding ¢; values in the columns of C.

The code fragment of Figure 1 and the test cases of Figure
3 give the results in Figure 5.

If only the trivial combination gives zero, so that pjui+...+
prur = 0 only happens when p; = ps = ... = px = 0, then the
vectors 47, ..., uy are linearly independent. Otherwise they are
linearly dependent, and one of them is a linear combination of
the others. For example, two vectors are dependent if they lie
on the same line. Three vectors are dependent if they lie in the
same plane. A random choice of three vectors should produce
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Figure 5: Definitions Example

linear independence. Two vectors Z and ¢ are orthogonal if
x1y1 + ... + Ty, = 0. The vectors v1, ..., v4 from Figure 5 are
linearly dependent and are not orthogonal.

The program state is a pair (7, ) of vectors in which each
variable v; of vector ¥ is associated with the corresponding
value s; of 52 For example, in Figure 1, the program state
before the first execution of line 2 on test case t; is

([list item index found][(3,1) 0 0 false])

The total program state is a vector S of program states, that
is, a vector containing all the states as they occur in the execu-
tion of the program. S"tp denotes the total state resulting from
executing the test t; on a program P. We do not attempt the
infeasible task of storing and analyzing program states. We
only use this definition for demonstration purposes.

A control space of a program is the set of all complete
feasible control paths in the program. A control region is a
set of complete feasible control paths. A data space is the
set of all program states. A data region is a set of program
states.

4 Diversity Analysis

Diversity analysis involves measuring the degree of control
and data variation among test cases at the source code level.
Under a fault-distribution assumption, the quality of a test
suite is considered to be better if its test cases cause more
control and data diversity. Test Diversity is comprised of four
individual measures, whose magnitudes are dependent on the
particular source code and the particular test cases. The same
set of test cases could result in an arbitrarily different diversity
values on different code. And conversely, the same program
could yield different diversities on different test cases. The
four test diversity measures are interpreted as follows. Con-
ditional diversity is a measure of test-effort distribution and
control variation, data diversity is a measure of data varia-
tion, standard deviation of diversity is a measure of control

2We use this simplified definition of state, which excludes the heap,
for presentation purposes.

and data dispersion, and orthogonality is a measure of test
case independence. Next we describe these four measures in
more detail.

4.1 Conditional Diversity

Conditional diversity allows the tester to find out which por-
tions of the code the testing is concentrated on. This is a
measure of test-effort distribution that can be obtained per
test case, or cumulatively per test suite. A balanced condi-
tional diversity, where the frequencies of true and false branch
evaluations are uniformly distributed, implies a test suite that
is mot concentrated on particular portions of the code. When
a set of test cases results in maximally skewed conditional
distribution, all the test cases cause branches in the code to
either be taken or not taken. In general, deciding what the
target conditional diversity should be is left to the tester,
who bases the distribution-adequacy decision on factors such
as code size, code criticality, code complexity, etc. For exam-
ple, one might want to concentrate testing on a newly imple-
mented, untested code with the premise that faults are more
likely to lurk in that code. In that case the target conditional
diversity should be skewed towards the new code, and pos-
sibly balanced in the new code, with the combined effect of
exercising the new code more heavily and in a uniform fash-
ion.

As this example hint, conditional diversity allows two de-
grees of freedom, one to target a particular section of code,
and the other to target the diversity within the targeted sec-
tion of code. Skewing and balancing is an iterative process of
creating test cases, executing the program on the test cases,
and measuring, along the lines of what is currently done in
traditional coverage practice[13]. The iteration stops when ei-
ther the target diversity is acheived, or other factors, such as
schedule pressures, dictate termination of testing and product
release.

4.2 Data Diversity

The effectiveness of testing depends heavily on the internal
data variation given by test cases. Low data variation indi-
cates a test suite where similar or same data flows through
the program as it is being executed on the test cases. High
data variation indicates that different data flows through the
program. The converse, where different data flows through
the program, does not necessarily mean different control is
involved in testing. The data variation concept is called data
diversity, and is tightly related to conditional diversity.

Let C; and C5 be conditional diversity matrices of k con-
ditional diversity vectors. The following condition establishes
the relation between conditional diversity and data variation.

d(Ch) # d(Co) = 3,4, (SE#SP)1<i<k.
Clearly if d(Cy) # d(C,) then there exist at least two cor-
responding vectors ¢;,¢; in C; and Cp such that v; # vj. If
U; # vU; then there is at least one corresponding element c,
in v; and v; on which v; and v; differ. If the program state
before each execution of e, is identical for ¢; and t; then e,
will evaluate to the same value for both ¢; and ¢;. But this
would give identical conditional diversity values c,. This is



impossible since v; and v differ on ¢,. Therefore, ¢; and ¢;
result in at least one different program state in gf and S'tfj .

The above condition has a practical implication in that
branch-execution frequency counts can be used to reason
about data variation. Intuitively, the above condition states
that different conditional diversities guarantee different data
flowing through the program on test cases ¢; and t;. That
is, there is at least one conditional expression in the code for
which ¢; and t; give different ¢true and false frequency counts.
When a test suite ©1 has a higher data diversity than a test
suite ©9, ©1 has at least as many different data states as ©5
has. For example, in Figure 3, test cases ti,...,t4 result in
at least as many different states for e; as for es. This is so
because the number of different conditional diversities gives a
lower bound on the number of different states.

Note that same conditional diversities does not imply same
input or intermediate data. For example, in Figure 1 these
two test cases ((1,2,3,4),3) and ((5,6,7,8),7) result in iden-
tical conditional diversities. Furthermore, in deterministic
programs, same test cases should give the same conditional
diversities. Therefore, same conditional diversities could be
caused by both same or different data. These problems are a
symptom of the fact that conditional diversity is a sufficient
but not a necessary condition for data variation.

4.3 Test Dispersion

The usual statistical interpretation of standard deviation is a
measure of dispersion of a set of points. Test Diversity uses
standard deviation of conditional diversity as a measure of
dispersion of control. Let st(C') denote the standard deviation
vector obtained from C. Let ©" denote the arithmetic mean of
the elements of @. If st(C;)’ > st(C;)" then the vectors of C;
are more dispersed than the vectors of C;. For example, in
Figure 3, st(C +ws)" < st(C +v5)’, where vs = [I  — 1], and
the 4 operation means add a vector as an additional column.

When the conditional diversity vectors are dispersed they
reach more distant regions of the control space of the program.
When the conditional diversity vectors are concentrated in a
particular region other regions of the control space of the pro-
gram go unexercised. Under a fault-dispersion assumption,
the worse case occurs when all the conditional diversity vec-
tors are identical, and as such, are concentrated in a restricted
region in the control space. Such test cases, when apparently
different at the user interface of the program, could mislead
the tester into thinking that the program control is covered
in a dispersed manner.

Given a set of more dispersed faults in the control space of
the program, a more dispersed test suite has a higher probabil-
ity of detecting all the defects in the code than a concentrated
test suite. Let C7 and C5 be two conditional matrices con-
taining the same number of rows and columns, that is, they
represent same number of test cases. For example, assum-
ing that faults are uniformly dispersed in the control space,
if st(C1)" > st(Cy)" then the test cases of C; have a higher
chance of detecting all the faults that the test cases of Cs.
If this is not the case, the faults have to be concentrated in
some region where the test cases of C'y are concentrated. This
cannot be the case because, by assumption, faults are not con-
centrated in any particular region, but dispersed throughout

the control space of the program. This simple-minded argu-
ment hints at the fact that test diversity does not necessar-
ily need to rely on the uniform fault-dispersion assumption.
That is, if a tester makes an assumption about faults being
concentrated in some region of the control space, st could
be used to measure the degree of concentration of the test
in that area, with the mean value falling in the concentrated
region. In that case, of course, a lower value for st would
indicate a better test suite. Test Diversity does allow flexibil-
ity in accomodating fault-dispersion assumptions, however, if
the underlying fault dispersion/concentration assumption is
wrong, the st measure would be misleading.

4.4 Control Dependence and Patterns

Conditional diversity and data diversity is aimed at the prob-
lem of measuring control and data variation. Standard devi-
ation of diversity is concerned with the problem of increas-
ing the probability of fault detection under fault-dispersion
assumptions. However, test suites may need to have other
characteristics that are not related to measuring control vari-
ation, data variation, and measuring the likelihood of fault
detection. When evaluating test suites it might be important
to know how and if the test cases of the suite are related.
For example, exploratory testing always seeks to execute the
program on unrelated test cases in order to find new faults.
Debugging might involve executing related test cases in or-
der to gain insight into a particular fault. There could be
many ways in which the control and data resulting from dif-
ferent test cases may be related. Test Diversity might be the
tool for analyzing dependencies in control and data. For in-
stance, Test Diversity could be used to measure the linear
independence of program control in testing. Another possible
application of Test Diversity is in analyzing control patterns.
These two applications are discussed in more detail.

Let 07, ...,v; be conditional diversity vectors obtained by
executing test cases ti,...,t; on some program. Let X* be a
k-dimensional vector space. If v1,...,v} are orthogonal then
they are also linearly independent in £*. A well-known result
from linear algebra states that a set of orthogonal vectors is
linearly independent. The vectors v1,...,v3 of Figure 5 are
not orthogonal, and they do not span X*. That is, every
other vector in 3* cannot be expressed as a linear combination
of v1,...,v3. To check any set of vectors vy, ..., v, for linear
independence, form the matrix C whose n columns are the
given vectors. If the system Cp = 0 has a solution p # 0
then the vectors are linearly dependent. Iterative methods
for solving Az = b, such as Gaussian elimination with worst
case complexity of n3, are available.

Another way that test cases could be related is through
control and data patterns. Consider for example the follow-
ing control pattern, denoted by ¢; ® t;, and defined by the
following condition

(Ti:Tj:OVFi:FjZO)\/(n:Fi/\Tj:Fj),

where T; and F; refer to the number of times an expression
evaluates to true and false respectively, when executed on
a test case t;. For example, in Figure 3, no such control
pattern exists among the test cases ty,...,t4. The notion of



conditional diversity could be used to detect control patterns.
In particular,

vy = 'U_j" = t; Q.
Obviously, if v; = v; then v; and v; are identical in all cor-
responding elements. Applying the definition of conditional
diversity for each element in v; and v yields the following

|Ai —Ti| + A — Fi| _ |A; —T;| +|A; — F}
T, + F; T; + F; ’

which holds when

For example, in Figure 3 no vectors are equal, and there-
fore, as a whole these vectors do not imply control patterns.
However, v and v5 imply a control sub-pattern for e, where
the conditional distribution is maximally skewed in the false
direction, that is, e;T = 0 for both t; and t5. As the exam-
ple hints, a sub-pattern for ¢; and ¢; is defined as a control
pattern for sets of corresponding elements in v; and v;.

Note that, since control and data are tightly related with
respect to diversity, control patterns may imply data patterns.
Data patterns are defined as the set of all the program states
that cause the same control patterns. For example, in Figure
3 t1 ® ty for es happened to be characterized by all the test
cases for which the search does not find the element item in
the list list. It is mot our objective to give such precise char-
acterizations, which, in general, might be possible to obtain
using diversity.

5 Diversity Analyzer

The Diversity Analyzer is an industrial-strength tool that can
analyze projects written in C, C++, Visual Basic, and C# in
the Windows and .NET environment. The tool is relatively
easily extendable to Unix/Linux environments, and other lan-
guages, such as Java. The tool can handle mixed-language
projects, multiple projects simultaneously, dlls, ocxs, and
multi-tasking code. The Diversity Analyzer has been used to
efficiently analyze industrial C++,C# and VB code of more
than 500K lines of source code. The tool efficiently analyzes
conditional diversity, data diversity, and standard deviation
for conditional matrices of 100,000 x 500 and above. All of
the diversity algorithms are of linear complexity, except data
diversity, which is of k? x n worst-case complexity, where k is
the number of test cases, and n is the constant size of the con-
ditional diversity vectors, that is, the number of conditional
expressions in the code. Diversity metrics are obtained with
the Diversity Analyzer in five simple steps: instrument source
code, build (compile and link) instrumented code, run tests,
compute diversity metrics, and view diversity metrics. Next
we describe these steps in more detail.

One or more computer software source files, which are part
of one or many projects, one or many executables, and/or one
or many libraries, written in potentially different program-
ming languages are selected for diversity analysis. The Di-
versity Analyzer user interface for instrumenting source files
is given in Figure 6. If testing of parts of code is desired,
zooming-in is performed for obtaining fine diversity, where the
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Figure 6: Instrumentor

parser only locates the conditional statements delimited by
the zoom keywords: ZOOM_BEGIN and ZOOM_END. The
tester may place these keywords in the code around sections
of code of particular interest. After the parser locates a con-
ditional statement, the instrumenter inserts a compact condi-
tional distribution function call at that location in the code.
The basic information about the conditional statement, such
as the file name where it appears, the line number where it
begins, and place holders for the number of times the condi-
tional expression in that statement evaluates to true and false,
are kept in a data structure which, at the end of the parse pro-
cess, is permanently recorded. The instrumenter also places
glue code in the source files to link the implementation of
the conditional distribution function placed at the conditional
statements. The instrumented source files are then compiled
in their corresponding projects, and typically, executed many
times with different test cases. The conditional distribution
functions that were placed in the conditional statements keep
track of the number of times conditional expressions evaluate
to true and false by updating the permanent record of condi-
tional statements, which were produced and initialized by the
parse process. The permanent record for conditional state-
ments that contains the true and false evaluation frequencies
of the conditional expressions is used to calculate the condi-
tional diversity vector at any point in the program execution.
After the conditional vector is computed, it is placed as a col-
umn in the conditional diversity matrix. The user can then
clear the permanent record, execute the next test case, and
compute the next conditional diversity vector.

The diversity metrics could be viewed in a summary fash-
ion given by source files, as shown in Figure 7, or in a per
conditional expression fashion, sorted so that the tester has
a quick view of the diversity hot spots. The Diversity Ana-
lyzer allows view of the source code, annotated with diversity
metrics, as shown in Figure 8.



& Diversity Analyzer -

Fie Instrument Compute View Merge Clear

ins @| oo | csod |ccc| cdf |

# tests | coverage | # faults | cd | dd | std
p1 | 850 63% 38 0.5|0210.1
p2 | 710 72% 27 0.40.110.15
p3 | 690 68% 21 0.6 | 0.3 ] 0.09

O X

Help

| dd | doh| sdi | sdh| ect 2

Instrumentor  Viewer \

Figure 9: Project Statistics

6 Experimental Results

Conditional Diversity  File Name

000000 Crividak\estic_source\setiocal.c The goal of the experimental evaluation was twofold: to see
0.00000 CywvidakMest\c_sourcelsetiocalc how the Diversity Analyzer would perform in an industrial en-
0.00000 Chvidakitest|c_sourcelsetlocalc vironment with respect to speed and memory requirements,
0.00000 CjW!dak\tesv‘C—SDurce\Setlucal'c and to evaluate the fault-detecting effectiveness of test diver-
n.0o0on Chvwidakitestic_source\setlocal.c K . X

000000 Cvidakitestic_sourcelsetlocal c o sity. The Diversity Analyzer was used to analyze three com-
0.00000 C\widak\testic_source'setlocal.c mercial project written in C++, running under Windows: an
0.00000 Chvidakitest|c_sourcelsetlocalc accounting software, a printer driver, and a part-placement
0.00000 Cividakitestic_sourcelsetiocal o scheduling engine. The accounting software, denoted by p;,
n.0o0on Chvwidakitestic_source\setlocal.c X .

000000 Criwidakitestic_source\setiocal.c had about 300K lines of source code, with total of 30K con-
[.0o000 Chwidakitestyc_source’\setlocal.c ditional expressions. The printer driver software, denoted by
0.00000 Chiwidakitestic_source’setlocal o po had about 25K lines of source code, with a total of 6K

conditional expressions. The scheduling engine software, de-
noted by ps, had about 30K lines of source code, with a total
of 5K conditional expressions. Each of these projects are dis-
tributed in 50 — 100 source files containing between 200 and
500 classes. These experimental subjects cannot be biased in
any way since they were developed by different organizations.

Figure 7: Viewer

6.1 Performance

The instrumentation of these projects took less than 5% of
the time it took to build (compile and link) the original, un-
instrumented projects. The time it took to build the instru-
mented projects was almost identical to the time it took to
build the un-instrumented projects, which points to the ef-
ficiency of the instrumentor. However, the execution of the
instrumented version was slower than the execution of the un-
instrumented version, because of the counting nature of the
distribution-recording functions placed in the instrumented
code. The conditional branch frequency for the projects was

&% Conditional Diversity Hot Spots - C:\vi... E|@‘E|
{ LS
__le_codepage = cptemp;
bufl = _Leid_c[ L OC_CCACHE -1];
/* brings the recently used codepage to
the top. or else shifts
* every thing down by one so that new
_Leid_c can be placed at

* the top. in the 11% — 17% of total instructions, which is the actual

*/ published range for conditional branch frequency [11]. Given

0.00000 for (i=0;i<_LOC_CCACHE;i++) this range, even if the instrumented conditional branches are
{ slower 5 times than the un-instrumented branches, the overall

0.00000 if (__lc_codepage == _Lecid_cli].id) time increase for the instrumented version is 1.4 — 1.6 times in
{ the best and worst case respectively. The Diversity Analyzer

_Lecid_e[0] = _Leid_c[i]; has convenient features to combine distribution frequencies
_Lcid_c[i] = bufl; and conditional diversity matrices for testing executed in par-
hreak; allel on multiple machines. The Diversity Analyzer gives an

1 option of collecting data only at application exit, which effec-

else tively means the end of a test cases is defined by application

{ b exit. In this case, the time increase over the original code is

on average less than 1.2.

Figure 8: Source Code Viewer

6.2 Effectivenes Evaluation

Another goal of the experimental evaluation was to explore
the relationship between conditional diversity, data diversity,



standard deviation of conditional diversity and failures. In
particular, the hypothesis being tested is that faults are dis-
persed in the control and data space of programs rather than
concentrated. Data that shows an increase in faults as std
and dd grow and cd gets closer to zero validates the hypothe-
sis. Data that shows the opposite invalidates the hypothesis.
Of course, one could always write a program that invalidates
the hypothesis.

As a starting to the experimental evaluation we took al-
ready existing regression tests, ones that were run after every
minor software release of pq, ..., p3. These tests are functional
black-box tests mostly automated at the GUI level of the pro-
grams. The total number of test cases executed, the number of
naturally-occurring faults detected with the regression tests,
and the branch coverage obtained by the tests are given in Fig-
ure 9. The conditional diversity(cd), the data diversity(dd),
and the standard deviation of conditional diversity(std) ob-
tained by the regression tests are also given in Figure 9. The
single values for cd, dd and std were obtained as averages of
the conditional diversity matrix, the data diversity vectors,
and the standard deviation vector respectively. For example,
in Figure 5 ¢cd = (.3+.64+.5+0-1-1-.3+0)/8 = —-.9/8 =
—.11,dd = (1+.5)/2 = .75, and std = (.23+.19)/2 = .21. For
all three projects, the data diversity and the standard devia-
tions are very low. And yet the branch coverage obtained is
around 70%, which is relatively high. This points to the fact
that high coverage does not necessarily imply high diversity.

The evaluation of the correlation between diversity and
fault-detection capabilities is performed by identifying subsets
of the regression test suite and measuring, for each subset, its
diversity and its fault-detection capability. For each project,
we have randomly identified a hundred subsets, all of the same
cardinality of thirty test cases, and similar branch coverage of
about 10%. There were no significant differences in the num-
ber of times conditions were executed for these subsets. This
is important in order to eliminate the possibility that there is
a strong correlation between frequency of execution and fault
detection independently of diversity. The subsets were iden-
tified in such a way that the cd of 25 subsets fell in the range
[0,.2], the cd of 25 of the subsets fell in the range [.2,.4], the
cd of 25 subsets fell in the range [.4,.6], and the cd of 25 sub-
sets fell in the range [.6,.8]. The number of faults detected
by each subset was noted for each project. The experiment
was repeated for dd and std. As a baseline 25 subsets were
chosen in a random way and the percentage of faults detected
was noted. The comparison of fault-detecting effectiveness of
diversity is summarized in Figure 10. Figure 10 shows the
percentage of faults detected in each cd, dd, and std range. It
also shows the percentage of faults detected by the baseline
test. The data of Figure 10 shows that subsets with higher
diversity values for dd and std are more effective in detecting
faults for projects pi,...,p3 and their corresponding regres-
sion tests. Note that by definition closer cd is to zero more
conditional diversity there is. The exponential rate of growth
of the fault percentages across diversity ranges for std is dif-
ferent for each project; however, the steepest growth occurs
when the std values are in the [.6,.8] range. This observation
gives a motivation for obtaining high levels of diversification
in order to get maximum fault-detection rates. The initial
experiments are somewhat promising but more evaluation is

cd | [0,.2] | [.2,.4] | [.4,.6] | [.6,.8] | baseline
p1 | 55% | 30% | 8% 7% 15%
pa | 66% | 17% | 15% | 2% | 20%
ps | 64% | 15% | 11% | 10% | 17%
dd [10,.2] [ [.2,4] [ [4,-6] | [-6,.8] | baseline
p1 | 20% | 25% | 25% |30% | 25%
p2 | 15% | 25% | 30% |30% | 5%
ps | 11% | 12% | 15% | 64% | 15%
std | [0,.2] | [.2,.4] | [4,.6] | [.6,.8] | baseline
| 5% | ™% 30% | 58% | 20%
p2 | 2% [ 15% | 17% |66% | 12%
p3 | 10% | 11% | 15% | 64% | 13%

Figure 10: Diversity Effectiveness

needed in order to validate or invalidate the fault-dispersion
hypothesis. The additional experiments are best performed
by independent researchers in the context of substantial in-
dustrial samples possibly with domains completely different
that the ones of p1, .., p3.

Traditional coverage analysis treats test cases that do not
increase code coverage as undesirable. The experimental data
shows that there may be a value in such undesirable test cases,
since there was an upward fault-detection trend in the pres-
ence of constant branch coverage for subsets across differ-
ent diversity ranges. This is probably to be expected, since
branch coverage is only a special case of conditional diversity,
where the true/false distribution frequency counts are binary
values.

7 Related Work

The general idea of test diversification is related to many ex-
isting testing methods. For example, adaptive random test-
ing is a black-box approach that attempts to ensure an even
spread of test cases[24]. However, note that in general there
is no relation between an even spread of test cases and con-
ditional diversity, data diversity, and standard deviation of
diversity. Unlike adaptive random testing, Test Diversity
measures diversity at the code level. Automating statistical
testing involves a heuristic that is aimed at uniform gener-
ation of execution paths[6]. Our measures are not based on
heuristics, they can be effectively obtained by the Diversity
Analyzer, and the notions of test dispersion, data diversity,
and test orthogonality are novel.

The fact that different test criteria target different kinds
of faults, and hence should be used in combination, is well
known and has been empirically observed in several exper-
iments. However, since there is a plethora of test criteria
(in theory there is an infinity of them) the tester is left with
the problem of figuring out which methods to combine. Test
Diversity attacks the problem of diversity at its root which
is control and data. In fact every existing individual test



criteria could be seen as a form of test diversification. For
example, branch coverage attempts to diversify execution of
program branches, where for instance 70% branch coverage
means more branch-execution diversity than 20%. Test Di-
versity goes beyond ordinary test criteria, which is not to say
that it cannot be used in conjunction with the existing cri-
teria. Omne could potentially satisfy any given criteria with
an arbitrarily concentrated test distribution. Test suites that
satisfy a given criteria could then be evaluated by the mea-
sures defined in this work.

Test Diversity is closely related to code coverage. In par-
ticular, diversity analysis is related to conditional, or decision
coverage [21], which is a special case of conditional diversity
in which the frequency counters are Boolean values indicat-
ing if the branches are covered or not covered. However, test
suites that satisfy the decision-coverage criterion could result
in very different conditional diversity, data diversity and stan-
dard deviation. Decision coverage is not aimed at control and
data variation, as defined in this work. Since there could be
many sets of test cases that satisfy decision coverage, diver-
sity analysis could be performed to determine the quality of
decision coverage. This does not evaluate the quality of the
criterion itself as is done in [4], but rather it evaluates the
particular test suite.

The data-flow methods are somewhat related to data diver-
sity in that data-flow testing criteria require certain dataflow
properties covered [13]. For instance, the definition-use
dataflow criterion requires covering of at least one path that
connects a statement where a variable is assigned a value and
a statement where the variable is used [17]. However, paths
that cover definition-use pairs could all be the same, and/or
the data on the paths could be the same as well. The data-flow
testing criteria are mot aimed at control and data variation,
as defined in this work. Since there could be many sets of test
cases that satisfy data-flow coverage, diversity analysis could
be performed to determine the quality of data-flow coverage
by measuring data diversity for the particular test suite. In
fact, diversity analysis could be used to determine the quality
of any test suite, regardless of the method used to generate
the test suite. Some adequacy criteria might be predisposed
to produce test cases that give higher diversities.

Test Diversity is also related to performance optimization.
Branch prediction makes static and dynamic guesses on the
branch that would be executed next[8]. The static analysis is
done at compile time where it is based on general knowledge
of loop executions®, while the dynamic analysis is done at the
microprocessor pipeline level, where predictions are based on,
for example, one-bit or two-bit prediction schemes[11]. Source
code optimization and profiling give execution-time distribu-
tions at the source-code level, and at the object-code level[23].
In many cases it may be trivial to add counting, and some
profilers allow counting of the number of times certain exe-
cution paths are covered. Profilers are commonly found as
parts of compilers and widely available. However, in general,
there is mo relation between the time spent in a section of
code and the number of times branches that lead up to that
point are executed. Furthermore, profilers do not perform
data diversity, and they do not compute standard deviation

3Guesses based on findings such as loop branches are taken with 90%
probability[11].

of conditional diversities. They do not check for linear inde-
pendence of control. In addition, profiles are mainly based on
statistical sampling in order to reduce the amount of perfor-
mance data gathered. Test Diversity is based on exact run
time information.

Test Diversity is related to the operational abstraction
approach[15], to cluster analysis[19], to the software tomogra-
phy approach[12], and to the bug isolation approach[2]. Op-
erational Abstraction is a specification-based approach where
executable statements, capturing semantic requirements, are
placed in the code to evaluate test cases at execution time.
Cluster Analysis is a form of observation testing, based on
multivariate analysis for forming groups of clusters of related
program executions. The software tomography and the bug
isolation approaches are aimed at light-weight instrumenta-
tion for the purpose of collecting run-time data for various
purposes, such as to aid in the analysis of problems found in
the field after product release. All of these approaches are not
aimed at measuring variation of control and data as described
in this paper.

8 Conclusion

Test Diversity is a novel software test method which can be
used to measure the test effort distribution and test effective-
ness at the source code level. Test Diversity consists of four
new measures of internal control and data variation: condi-
tional diversity, data diversity, standard deviation of diversity,
and test orthogonality. These four measures could be used to
assess the quality of any test suite regardless of the method
used to generate the test suite.

Conditional diversity is a measure of test distribution,
pointing to portions of source code of high and low test con-
centration. This measure could be used to evaluate the test
effort distribution of a test suite. Data diversity is a measure
of internal data variation given by a set of test cases. When
data diversity is at its maximum, all of the test cases result in
a different data flow through the program under test. Differ-
ent data flow is highly desirable since executing the program
with test cases that result in the same internal data is less
likely to find faults. Standard deviation of conditional diver-
sity is a measure of control and data dispersion. Highly con-
centrated control and data are less likely to detect defects than
dispersed control and data, given the defects are dispersed in
the control and data space of the program. Orthogonality is a
measure of test case independence. In particular, orthogonal
test cases do not have control flows that can be expressed as a
linear combination of each other. Independent test cases are
an indication of unrelated executions of the program under
test.

The Diversity Analyzer is a new, industrial-strength tool
used for analyzing C, C++, C# and Visual Basic programs
in Windows and .NET environment. The Diversity Analyzer
instruments source code, computes conditional diversity, data
diversity, and standard deviation. It allows viewing of the
diversity metrics in a summary fashion, and viewing of the
source coded annotated with diversity metrics.

Our experimental results, using the Diversity Analyzer,
show that the Diversity Analyzer can efficiently be used in



various industrial environments. Our experimental data sug-
gests that more diverse test suites may be more effective in
detecting faults.
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